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LNITED STATES DISTRICT COLJT 

NORTHERN DISTRICT OF C.2LEORh3.A 

O . ~ ~ ? )  DlVlSION 

Plaintiff, : ll 
/I ROBERT LYTILE, 

I 
1 Oakland Venue 

Defmdanr. j 

1 

/ I. Roberr LyiBl:, and Be Cnlled Srares h n ~ r n z y ' s  Office for rhc Korthern Dlrmcl of 

Califoma (hireafrrr '.thr governrnsnr") enra lnro rhs wriaen plea ageenlmr (the "Agreement") 

pursuant to Rdes  1 i (c)( l ) (k)  and 1 l(c)(l)(B) oiths Federal Rules of Cnminal Procedure: 

The Deiendanr's Promises 

1. I a g e r  ro plead wlr) ro Counrs One through Five ofrhz captioned indic~meni 

I Coum One charges m c w i ~ h  unau~honzrd ~ansmisslon of a program ro protected compure1, 

rzcklessly causing damage, viola~ton of 18 U.S.C. 1030(aj(5)(.4)(ii), 103O[a)(5)(B)(i) & (v )  

S: 1030(c)(4)@). Counrs Two and Four charge me obtaining information without au~horizarion 

kom s Sovrrnmenr compurer, in violat~on of 18 U.S.C. $ 5  IO;O(a)(.2)(B) & 1030(c)(?)@)(ii). 

Counr Thrcc c h ~ g c i  me uirh unaurhonz?d uax~smlssion of ii program to prorecred cornparer. 
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inrentionally iausmg damage, m violarion of 18 U.S.C. $5 1030(a)(S)(A)(i), 1030(a)(5)(B)(i) & 

(v) & 1 0X(c j(4)(A). Count Five charges rns with unaurhorized access of a non-public computer 

of the bred Srares, in violarion of 18 U.S.C. $ 4  1030(a)(3) 6( 1030(c)(2)(.4). 

Counr One (IS LT.S.C $ %  1030(a)(5)(.4)(ii), 103O(a)(S)@j(i) B. ( v )  Br 103O(c)(4)[B)I 

I agree that the elements of the offense and the maximum penalries for unauthorized 

rranjrmsslon of a program ro protecred compurer, recklessly causing damage, are ar iollows: 

(I  j rhe defendam inrenrionally accessrd a compurer withour authonzarion; (2) as a result of the 

defendant's access, the defendant recklessly caused damage; and (3) either (a) the impairment of 

the sysrem resulted in losses ro one or more persons roraling ar least $5,000 in value at any ums 

duin: a one-year period q (b) rhe compurer damaged uras used by or for a gobemmmr enriry m 

f ihe rance  of rhe adminismarion of justice, narional defense or narional security 

a. Mavimum prison senrence 5 years 

b. Maximum fine $250,000 

c. Maximum supervised relsase tern1 3 years 

d. Mandarory special assessmenr $1 00 

e Resrirurion -4s ordered by the Coun 

Counrs Two and- (18 U.S.C. $ 4  1030(a)(2)@) & 103O(c)(2)(B)(ii)) 

1 agree rhar the elements ofrhe offense and the maximum penalties for ohraining 

inlormarion wirhour authorization from a government cornpubzr are as follows: ( I )  rhe defendanr 

mrsnrionally accsssed a cornpurer uirhour aurhorizarion or in escess of amhorized access; (2) rhe 

defendanr rhel-cb) obtained information from any dzpamnznr or agency of rhe Unired Srares; and 

(3 )  rhe offense uJas cornmined in funherance of any criminal or rortious act in violation of che 

Constirurion and laws of rhe Unired Srares or of any State. 

a. Maximum prison senrence 5 years 

b. M a m u m  fine $250,000 

c Maxinlum supervised release r zm~  3 years 

d. Mandaror). special assessmenr $100 

c Rznirurion AS ordered by rhe Coun 
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"unr Three (18 U 3 . C  $ $  1030(a)(j~(A)(i), 1030(a)(j)(B)(i) & (v) & 1030(c)(4)(.4)) 

I a g e r  rhar The elements of the offense and the maximum penalrier for unaurhorized 

ransmission of a progam ro prorecred computer, lnrenrionally causing damage, are as follou~s: 

1 j rhe defendanr knowingly caused the rransmission of a program, a code, a command or 

nformarion to a computer; (2) as a resulr of rhe transmiss~on, the defendant inrent~onally caused 

ianlage liirhour authonzarion; and (3) eirher (a) the impairment o i the  dara, system or 

nfomation resulted in losses to one or more persons rotding ar leasr $5,005 in value ar any rime 

Luring a one-year penod or (b) rhe compurer damaged was used by or for a government enrity in 

imherance of the admimstrarion ofjustice, nanonal defense or narional szcurity. 

a Maximum prison sentence 10 years 

b. Maximum line $250,000 

c Max~mum super\~ised release r a m  3 years 

d. Mandarory sptcial assessmenr $100 

e Resrimrion As ordered by the Coun 

:oum Five ( I  8 U.S.C. $ 4  1 O3O(a)(j) & 1030(c)(2)(.4)) 

I a p e  thar rhe elements of the offense and the maximum penalries for unaurhonzed 

ccess o f a  non-public computer of rhe Urured Srares are as follows: (1) b e  deiendanr 

lrenrionally accessed wirhour aurhorizarion a nonpublic compurer of a depamnent or agency of 

le United Srares; (2) rhe computer *as used for or by the Govermnent of rhe Unired Stares; and 

3j rhe deiendanr's conduct affecrcd rhar use by or for rhe Go~ernrnenr of the Unired Srares. 

a. Maxmum prison sentence 1 year 

b Maximum fine S100,OOO 

i'. Maximum supervised release term 1 year 

d. Mmdarory specla1 assessmenr $ 2 5  

e Resrirurion AS ordsred by rhs Coun 

undasrand rhar, because I am pleading gully to more rhan one count, rhe Coun may order rhe 

:nrences on rhose counrs to run consecurively. 

? -. I a g e e  rhar I am guilr). of rhe offenses ro w h c h  I will plead guilry, .and 1 agrcc h a t  
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rhe follo\*ing facrs are true: On .4pnl26,2002, withour authorizarion, I intentionally accessed a 

computer sysrsm of rhe Department of Dsfsnse, Defense Logisrics Agency, Defense Logisncs 

Informarlon Services (DLIS) In Bank Creek, Michgan I adrnir rhar rhe DLIS was a United 

I Stares Governlent agency, and l a r  the iompurer sysrenl that 1 accessed war used by the DLlS ir 

fmherance of the admlnimarion ofjusrice, national defense or national securiry ~ f i e r  acc.sxin~ 

thz DLIS compurer sysrem: I downloaded confidential infomarion from that sysrem for rhe 

11 purpose of defacing rhs Web sire locared ar ww.mcareonline.osd.mil by posring the 

~niormarion ro thar Web site. .4s a result of my access to the DLIS compurer system, I know~ngl) 

altered the DLlS compurer sysrem. 

1 1 h h s r  1 downloaded rhe confidenmJ informaion horn the D U S  cornpurer sysrern. I rhm 

I filzs c o n r a i ~ n ~  rht conlidenrial infonnation tiom the DLIS compurer sysrenl, and o r h a  a 
! 

! 

: [ cornpurer files, ro inwntionall) deface a Wcb sire h o s ~ d  on the OH* cornpurer ryiiem. 

gained acceis u-~thout authorizarion ro a computer sysrern of rhe Depamnent of Defense, Office 

of Secretary of Defmst., Office of Healrh Affairs ( O m )  in San Anronio, Texas. I used compute] 

I (1 uww.rncarsonlins osd.mil. I defaced rhe OK4 Web site on or abour April 26,2002 

I On April 23, 7003, without aurhorizarion, I mrmrionally accessed a non-public computer 

11 the United Slates Goiirnmmr My initial access to the NASA ARC cornpurer sysrern was for 

' 

I 

rhe purposz of obraining information relating to members of NASA's Asnobiology Insrimre in 

order LO deface rke Wcb sir< located a1 web99.arc.nasa.gov by posting the information to d~ar 

Web slte. Later on the same day, I accessed the NASA A R C  computer sysrem and posted files 

conlaming rhe Asrrobiology Lnsrirute informarion, and other compurer files, in order ro 

sysrem of rhe xarional Aeronaulics and Space Adminisnation's (XASA) Ames Research Center 

(ARC), located ar Moffert Field, Califoma. I admir rhar N.4SA ARC was a United Srares 

Go\:ernmenr agency and rhat the SASA ARC compurer system that I accessed was used by or for 

lnrenrionaliy deiacs the Web slre located ar web99.arc.nasa.gov. By performing rbese acts, I 

ati'ecred the United Stares Governmenr's use of the NASA .4RC compurer system. 

Each ui'rhe cornpurer sysrerns rhar I accessed was connected ro the Internet and, 

accordingly, \is used in intersrare cornmurucarion. 1 performed a11 of the acrions described 
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above while using a c o m p u r ~  located in my home ar 141 Golf Club Road, Pleasanr Hill, C h .  

As a result of my actions, numerous Department of Defense and NASA employees spsnr 

rime applying proper securiry measures ro rhe DLIS, OHA, and KAS-4 ARC computer sysrems 

and orherwise addressing the innus~ons. The roral loss (as defined in 18 U.S.C. 5. 103O(e)(11)) 

due to the agencies' efforts and due ro rhe damage (as defined in 18 U.S.C. 4 1030(e)(8)) that 1 

caused ro rhe duee computer sysrenls was %65,28S - $13,052 wirh respecr ro the OHA compurer 

sysrm; $48,771 w r h  respccr to the DLIS compurer sysrem; and $3,465 wirh respecr to rhe 

KASA A R C  cornpuler system. I admit rhar all of these cosrs were incurred within a one-year 

psnod I also agree rhar the C o w  will consider as r e l s v m  conducr rhe damage rhar I caused ro 

othrtr government computer sysrsms as a resulr of similar defacernenrs r h a ~  I perfonned, 

including an April 30, 2002 inuusion KO rhe computer system of rhe Departmenr oiEncr,g.'s 

Sandia Sational Laboratory. Those damages roraled Sj,S93. The total amounr of damages 

idenr~fied above is $71,181. 1 agree rhar rhls is the amounr char should be used ro derrmune h e  

lois amounr pursuanrto U.S.S.G. 5 2B1.1. 

1 admit thar I commirred all of the offensss ro whlch I am p l e d n g  ,dky w h l e  I was 

undzr a criminal jusrice senrence. Spscifically, in 2000,l was prosemred in Conma Cosra Cowry 

luvenile c o w  for ranlpering wirh compurer systems, in wolation of California Pma l  Code 

3 502jc)(4) On or abour November 1,2001, I adrnirred borh charges of the induxnenr in rhar 

:ase. In or abou  Eebruary 2002, I was sentenced to rwo ycus' probarion. Accord~ngly, I was 

;dl1 on probarion and under a criminal justlce senrence when I conmirred rhe offenses to which I 

im pleading. guilry I agree, rhersfore, rhat my cnminal hisrory category under rhe Umed  Stares 

Sentencing Cu~delines should be calculared a? leas? as cnminal hisrory category a. 
Finall), as I have expressed in rhe pasr, my intent in performing all of the actions 

iesc~ibed above was to a l m  the Unired Stares govern men^ ro flaws in its cyber-secunry. -4s I 

lave srared befor;, 1 accessed the above computer sysrems solely for rhe purpose of exposins 

a o u n  securiry ~ulnerabihries w i h n  the Un~ted Stares Gouernnlenr's informarion infrasuucrure 

'4; msans of obralning sensirive miormarion and posring i t  on the World Wide Web as pan of 

r;har 1 referred ro as Oprtrarion Inform and Operanon Fomgp Threar. 
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I1 3. I agree ro g v e  up all r i a l s  thar I would have if I chose ro proceed ro mal, 

)I including rhe nghrr ro a jury trial ~ t h  the assisrance of an attorney, ro confront and cross- 

11 examinc governnleilr wimesses; to rsmain silent or restify; ro movz ro suppress ev~dtnce or raise 

11 m y  orher Founh or Fifth Amendment claims; ro any funher diicoveq f?om the govemenr;  and 

/ to pursue any  affuniaiue defenses and prnem mdence. 

I/ 4. 1 agee lo give up my right lo appeal my convicrions, thejudgmen~, and orders of 

11 the Coun I also agree ro waive any "ht I may have lo appeal my senrence. 

5 I agree nor to file any collateral attack on my convicrions or sentence, including a 

peririon unda 28 L1.S.C. 4 2255, at any rime in the fuwe  after I am sentenced, except for a cla~m 

I thar my const~turional righr ro rhe effecrlve asslsrance of counsel was violated. /I 
L 6 I a g m  nor ro ask rhe Coun to wlrhdraw my guilry pleas ar any rime after they are 

! en~ered. 

I 7 1 a s e e  that ths Coun %ill calculare my senrenclng range under rhe Senrencing 

I Guidelines. I undersrand that the C o w ,  while not bound to apply rhe Guidelines, must consulr 

i those Gu~ddinzs and rake them inro accounr when sentencing. I agree [bar regardless of rhe 

; senrence ihar the Coun unposes on me, I will nor be mtirled, nor will I ask, to wirildraw my 

' g i l t y  pleas I agee  ro rhe following srlpularions regarding Sentencing Guidelines calcularions. I 

I also agree thar I may, pursuanr ro the Senrencing Guidelines, ask for orher adjusfment to or I1 
1 rzducrion in the offense ievd or for a downward deparmre from rhe Guidelines range: 

a. Base offense level, U.S.S.G. Fj 281 .l: 6 

b. .%mounr ofloss benveen 570,000 and $120,000, 
U.S.S.G. 4 2131 l(b)(l)(E): 

c. Acceprance of responsibil~ty 
(If I meer rhe reqmremenrs of 
US.S G. 4 3 E l . l j :  

d Adjusted offenss level 

I agrte rhar a scnrrnce with~n rhe Guideline range derermined by the C o w  will be reasonable. 

8 In 2-erum for rhe govmmenr's promises set our below, I agree ro pay resrirution to 

the Unired States in a x  amounr to be set by the C o w ,  bur in no event less rhan $71,181. I 
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undersrand char the United Srares Dismcr Courr for the Disuicr of Columbia has prmiously 

ordered rhe defendanr in rhe case captioned United Srares v. Beniamin Srark, CR 04-195, to pay 

resnturion in The amount of ( I )  $13,052 for rhe damages ro rhe OHA compurer sysrsm; 

(77) 510,061 for the damages TO rhe DLIS compurer sysrem; and (3) $5,893 for rhe damages to rhe 

Sandia National Laborarory compurer sysrem, in addirion ro orher resrirution. iiccor&ngly, wlrh 

respect ro these amounts for these compurer sysrems, 1 undersrand rhar my resrirurion l~abillty 

will bs]olnr and several wrh Benjamin Stark. I agee  rhar I will make a good fairh effon to pay 

any finz, forfeirurr or resrirurion I a m  ordered ro pay. Before or after senrencmg, I uill, upon 

request of the Coun, rhz govemmenr, or rhe U.S. Probarion Office, provide accurart and 

:ornplete financial infomnrion, subrnir sworn sraremmrs and give depositions under oarh 

zonceming my assets and my abilib ro pay, surrender any assets I obrained as a resulr ofmy 

:rimes, and release funds and praperry under my connol m order ro pay any fine, forfeirue, or 

.esrimtion. I agree to pay the speclal assessma ar ~e dms of semencing. 

9. I agree nor to comrnir or atrempr to commit any crimes before sentence 1s imposed 

x before I surrender to senv my senrence. I also agree not to violate rhe rerms of my prerrial 

.elsass (li any); inrenrionally provide false informarion to the Courr. rhe Probation Office, 

'rsmal Services, or rhe govemenr;  or fail ro conlply with any of rhe other promises I have 

nade in h i s  Ageernsnr I a g e e  hat ,  if I fail ro comply wirh any promises I have made in rhis 

kgemenr,  then rhs govemmenr w111 be released from all of 11s promises in ;his Agreemenr, 

ncludmg hose  set forrh in paragraphs 12 rhrough 13 below, bur I will nor be released from my 

pilry pleas. 

10 1 agree rhar rhis .Agrsemenr conrains all of the promises and ageemems benveen 

he go\mnmenr and ms, and I will not claim otherwise in rhe funire. 

11. 1 agrse rhar rhls Agreement binds the US. iznomey's Office for ths Nonhern 

)isn-h of Califofia only, and does not bind any orher federal, srare, or local agency. 

'he Govcrnrnenr's Promises 

1 .  The gobemmenr agees not to file or seek m y  additional charges agalnsr the 

lefendanr rhar could be filed as a resulr of rhe invesrlgarion rhar led ID rhe caprioned indicunmr. 
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1: The govemmenr agees 10 recommend the Guidelmes calcularions set our above. 

The Defendant's Affirmarions 

13. I c o n f i i  b a t  1 have had adeqwe rime to discuss this case, rhe ebldence, and rhis 

;\grssment wirh my arromey, and thar he has provided me with all rhe legal advice bar  I 

requesred. 

15. I confirm d~ar  while I considered signing &is Ageemenr, and at rhe rime 1 signed 

11, I was nor undcr the lnflwnce of any alcohol, drug, or medicine. 

16 1 confirm rhar my decision to enter guilty pleas is made bowing b e  charges rhar 

have been brought agamsr me, any possible defenses, and the benefits and possible decrimenrs of 

oroceeding ro rid. I also confirm thar my decision ro plead gulry is made volunrarily, and no 

m e  coercsd or rhrearened me ro enter into rhis A.qeemenr. 

KEVIN V. RYI11.i 
United States Anomey 

1 have fully explained 10 my clienr all the nghts that a crilnimal defcndanr has and all the 

ems of this Ageemem In my opinion, my clienr understands all the terms oithis Ageemrnr 

a d  all rhe rights he is giving up by plzad~n,o guilry, and, based on rhe infomarion nou h o u ~  ro 

ne, h ~ s  decision to plead guilty is knowing and volunrary. 
A 
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